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In the age of information, security challenges equate to target opportunities for our adverSaries.
sheer amount of publicly available information (PAI) can be overwhelming, but if extra
and analyzed correctly, it is a pivotal resource to minimize exposure and reduce risk. Ins

Red Team targeting process, ShadowView has evolved into an intelligent solution to perform tailored

analysis across a broad spectrum of PAI data sources. As your digital footprint exte
perimeter, ShadowView can serve as an extension of your existing security team, unmasking
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Learn more about our work at millgroupinc.com
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ASSET DiscoVvERY CASE STUuDY

Shortly after the SolarWinds compromise
was made public, Millennium received an RFI
to identify the potential exposed attack
surface. Aggregating and correlating BGP, IP
and DNS information, our analysts quickly
found over 70 previously unidentified SolarWinds
instances, many of which were not tracked
assets by the customer’s internal security
team.

These instances were further confirmed
through correlation of targeted network
traffic analysis, providing the security team
with a high confidence assessment of the
potential attack exposure. Our analysts were
able to produce a detailed, actionable report
in less than two days.
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ATTACK SURFACE ENRICHMENT CASE STUDY

During a security assessment, our test team
was not able to identify additional attack
surface through traditional reconnaissance
means. Turning to PAI, our analysts were able
to start with attributed network blocks and
through subsequent analysis were able to
identify thousands of additional domains for
consideration.

This additional attack surface was correlated
through further enrichment data including

vulnerability datasets and cyber threat
intelligence. After only a few days of analysis,
multiple attack points were identified, and the
test team was able to gain initial access
through a previously unknown vulnerable
server. All attack surface analysis was
performed passively on PAIl datasets, requiring
zero interaction with the assessed network.

HEADQUARTERS HUNTSVILLE OFFICE
1400 CRYSTAL DRIVE 340 THE BRIDGE STREET
SuITE 400 SuITE 202

ARLINGTON, VA 22202

HUNTSVILLE, AL 35806

JARED DIBLE, SR. CYBER ARCHITECT
PHONE 785.577.2433
E-MAIL jared.dible@millgroupinc.com

BEN CLARK, CHIEF TECHNOLOGY OFFICER
PHONE 205.527.4112
E-MAIL ben.clark@millgroupinc.com




